Apply filters to SQL queries

Project description

To boost our system's security, my task is to check for any security gaps, and update
computers used by our staff accordingly. I perform these tasks using SQL commands,
which are set up with certain filters to help me pinpoint and address security issues

effectively.

Retrieve after hours failed login attempts

To address a possible security event that happened post—work hours, I crafted a SQL
query to isolate failed login attempts made after 6 PM(18;00) for investigation.

ariaDB [organization]> SELECT *
-> FROM log_in_attempts
login_time > '18:00'
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CANADA . .132.153
CAN . .84.194
us . .96.200
Uusa . .116.187
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In my SQL query, [ looked at the table to find out who tried to log in after
6 PM and didn't succeed. I chose records that were after 18:00 and where the success was

marked as FALSE.

Retrieve login attempts on specific dates

To look into a suspicious incident from May 9, 2022, I used a SQL query to focus on login
attempts from that day and the day before it.

ariaDB [organization]> SELECT *
-> FROM log_in_attempts
login_date = '2022-05-09' OR login_date
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jrafael 2022-05-09

dkot 2022-05-09

dkot 2022-05-08

bisles 2022-05-08

dkot 2022-05-08

lyamamot 2022-05-09

arusso 2022-05-09 H H MEXICO

sbaelish 2022-05-09 :04: us

apatel 2022-05-08 :27: CANADA . .123.105
aestrada 2022-05-09 :28: MEXICO . .27.57
yappiah 2022-05-09 :22: MEX . .124.48
acook 2022-05-09 :52: CANADA . .142.239
asundara 2022-05-08 :00: us . .78.151
sbaelish 2022-05-09 :40: USA . .60.42
yappiah 2022-05-09 :56: MEXICO . .57.115
cgriffin 2022-05-09 :04: us . .4.157
mcouliba 2022-05-08 :35: CANADA . .16.208
daquino 2022-05-08 :02: CANADA . .168.144
dkot 2022-05-08 :06: us . .233.24
asundara 2022-05-08 :00: us . .173.213
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My SQL query checks for login attempts on May 9 and 8, 2022. I selected records from
log_in_attempts, using a WHERE clause and OR to get results for these two dates.

Retrieve login attempts outside of Mexico

To probe login attempts from outside Mexico, I constructed a SQL query to filter through

our records for any such instances.



ariaDB [organization]> SELECT *
-> FROM log_in_attempts
-> WHERE NOT country LIKE 'MEX%';

jrafael 2022-05-09 : 192.168.

apatel 2022-05-10 s 192.168.

dkot 2022-05-09 : 192.168.

dkot 2022-05-08 : 192.168.
jrafael 2022-05-11 : CANADA 192.168.

eraab 2022-05-11 : CAN 192.168.

bisles 2022-05-08 : us 192.168.
jrafael 2022-05-12 H CANADA 192.168.
sgilmore 2022-05-11 : CANADA 192.168.

dkot 2022-05-08 : USA 192.168.

mrah 2022-05-11 : USA 192.168.
sbaelish 2022-05-10 : us 192.168.
lyamamot 2022-05-09 H USA 192.168.183.51
mcouliba 2022-05-11 : CAN 192.168.172.189
pwashing 2022-05-11 : USA 192.168.81.89
pwashing 2022-05-11 : us 192.168.66.142
jhill 2022-05-12 : us 192.168.142.245
iuduike 2022-05-11 : 192.168.131.147
sbaelish 2022-05-09 192.168.33.137
apatel 2022-05-08 : 192.168.123.105
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The query I crafted filters out login attempts made from locations excluding Mexico. By
selecting from the table and using a WHERE clause with NOT and LIKE,
[ targeted all entries that do not start with MEX', accounting for variations like MEX' or
'MEXICO'. The ‘%' wildcard ensures all such records are captured.

Retrieve employees in Marketing

To upgrade computers for select Marketing staff in the East building, I wrote a SQL query

to find the specific machines.



ariaDB [organization]> SELECT *

-> FROM employees
-> WHERE department

a320bl37c219
al92b174c940
x573y8832772
k8651965m233
NULL

al84b775c707
h679i5153j339

7 rows in set (0.001 sec)

elarson
jdarosa
fbautist
rgosh
randerss
dellery
cwilliam

office LIKE 'East%';

Marketing
Marketing
Marketing
Marketing
Marketing
Marketing
Marketing

East-170
East-195
East-267
East-157
East-460
East-417
East-216

[ formulated a SQL query that retrieves a list of employees from the Marketing department
located in the East building. The search criteria were set using the WHERE clause to specify
‘Marketing' for the department and LIKE 'East%' for the office location, ensuring we target
only those in the specified department and building.

Retrieve employees in Finance or Sales

To prepare for system upgrades, [ used SQL to select machines from the Finance and Sales
departments. This query focused on finding the employees who need a specific security

update.



ariaDB [organization]> SELECT *
-> FROM employees
-> WHERE department =

d394e816£943
h174i4973j413
i8583j583k571
NULL

k2421212m542
1748m120n401
p6119262r945
r550s824t230
s310t540u653
w237x430y567
y976z2753a267
z381a365b233
d336e475£676
j236k3031245
n2530917p623
p929g222r778
s429t157ul59
t567u844v434

sgilmore
wjaffrey
abernard
lrodriqu
jlansky
drosas
jsoto
jclark
abellmas
arusso
iuduike
jhill
ivelasco
bisles
cjackson
cgriffin
tbarnes
pwashing

Finance
Finance
Finance
Sales
Finance
Sales
Finance
Finance
Finance
Finance
Sales
Sales
Finance
Sales
Sales
Sales
Finance
Finance

South-153
North-406
South-170
South-134
South-109
South-292
North-271
North-188
North-403
West-465

South-215
North-115
East-156

South-171
East-378

North-208
West-415

East-115

My SQL query fetches details for employees from either the Finance or Sales departments.
[ used the WHERE clause with OR to get employees belonging to either department from
the employees table.

Retrieve all employees not in IT

For the final security update, I crafted a SQL query to select machines of employees outside

the IT department. This helps identify who needs the update.



ariaDB [organization]> SELECT *
-> FROM employees
-> WHERE NOT department = 'Information Technology';

a320b137c219
b239¢c825d303
cl16d593e558
d394e816£943
e218£877g788
£551g340h864
h174i14973j413
i8583j583k571
NULL

k2421212m542
1748m120n401
p611g262r945
qg793r736s288
r550s824t230
s310t540u653
u899v381w363

sgilmore
eraab
gesparza
wjaffrey
abernard
lrodriqu
jlansky
drosas
jsoto
sbaelish
jclark
abellmas
arutley

Marketing
Marketing
Human Resources
Finance

Human Resources
Human Resources
Finance

Finance

Sales

Finance

Sales

Finance

Human Resources
Finance
Finance
Marketing

East-170
Central-276
North-434
South-153
South-127
South-366
North-406
South-170
South-134
South-109
South-292
North-271
North-229
North-188
North-403
South-351

My SQL query is designed to retrieve details from the employees table for all staff not part
of the Information Technology department, using a WHERE clause with NOT for the

exclusion.

Summary

To gather precise data, I used SQL queries with specific filters across two tables:
log_in_attempts for login details, and employees for staff information. By using AND, OR,
and NOT conditions, along with LIKE for pattern searching, I narrowed down the data
to meet the distinct requirements of our security checks and updates. The percentage
symbol (%) served as a wildcard, enabling more flexible pattern matching for complex

queries.



